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OG onpenesienun yrpos Ge3onacHocTH NEePCOHANBHLIX JAHHbIX,
AKTYAJILHBIX HPH 00padoTKe NepCcoHANBLHEBIX AAHHBIX
B HHOPMANHOHHBIX CHCTEMAX MEPCOHALHBIX JAHHDBIX, KCILTYaTHPYEeMBIX
npu ocymecTsjieHHH MYUC Pocenn dpyukuuii, onpeaesiennbIx
3aKOHOJATeIbcTBOM Pocchiickoii @eaepauun

B cootBercTBMM ¢ uacThlo 5 cTateu 19 @egmepanbHOro 3akoHa
oT 27 uronsa 2006 r.  Ne 152-03  «O NEePCOHANBHBIX  JAHHBIX» !, OYHKTOM |
Ilonoxenus o Munucrtepctse Poccuiickoif ®emepaiun 1o genaMm paKIaHCKOMN
00OpOHBI, Ype3BBIMAHHBIM CHTYAUMAM H NUKBHIAIIMH TOCHEICTBHN CTHXHHHBIX
OencrBui, yrBepxkiaeHHoro VkasoMm Ilpesumenta Poccuiickoit Degeparuu
oT 11 urons 2004 r. Ne 868, n p H K a2 3 BI B a 10

Omnpenenuts yrposst 6e30MaCHOCTH MEPCOHANBHBIX JaHHBIX, AKTYaTbHBIE
npu 06paboTKe  NepCOHANBHBIX  JAHHBIX B  MH(QOPMAUMOHHBIX  CHCTEMAx
NIePCOHANBHBIX NAaHHBIX, OKCILIyaTHpyeMbIX Ipu ocymecteieHun MUC Poccun
byHKUMH, OnpeaeneHHBIX 3aKOHOIATENLCTBOM PoccuiicKoil Oenepaliii, coraacHo
NPUIIOKEHHIO K HACTOSILEMY NPUKA3Yy.

Munuctp f/ A.B. Kypenkos

! Cobpanue 3akoHoJatenscTha Poccuiickoit enepatun, 2006, Ne 31, ¢1. 3451; 2011, Mo 31, c1. 4701,
? Cobpanue 3akoHomaTenscTBa Poccuiickoi denepanmuy, 2004, Ne 28, cr. 2882.
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IIpunoxenune
K npuka3zy MUC Poccun

ot OF. /2. 2L Ne 723/

YI'PO3bI
0€30MacHOCTH NMEPCOHANBHBIX JAHHBIX, AKTyaNlbHble IpH 00paboTke
MePCOHANBHLIX JaHHBIX B HHPOPMAIIMOHHBIX CUCTEMAX MEPCOHAIBHEIX JAHHBIX,
OKCIUTYaTHPYEMBIX IpH ocymiecTieHnu MYUC Poccuu dynxiyii,
onpefeNeHHbIX 3aK0HOaTeILCTBOM Pocceniickoil @enepanuu

1. VYrpozamu 0e30NaCHOCTH MepCOHANBHBIX JAHHBIX, AaKTYaJbHBIMU
npu  oOpaboTke MEpCOHANBHBIX [JaHHBIX B  HMH()OPMALIMOHHBIX CHCTEMax
MEPCOHANIBHBIX JAHHBIX, 3KCIUIyaTHpPYEeMBIX MNpH ocymecTtBiiennd MYC Poccuu
¢yHKuMi, onpe/ieleHHBIX 3aKOHOAATEIbCTBOM Poccuiickoii ®enepanuu, ABISIOTCA:

YIpO3EI Oe3omacHOCTH NEPCOHANBHEBIX JaHHBIX, 3alUIAEMBIX
0e3  HCNONBE30BaHMS  CPElICTB  KpUOTOrpaduveckoil  3amutel  MH(GOPMAIUM
(namee — CK3H);

YIpo3el peanu3allid LIEJCHANPaBIeHHBIX JMEeWCTBHH ¢ HCIOIB30BaHHEM
anmapaTHelX H (MJIM) NPOrPaMMHBIX CPEACTB C LEIbH0 HApyINeHHS 0e30MacHOCTH
3allMIaeMelx ¢ Hcnonb3oBaHueM CK3M nepcoOHaNBHBEIX [JAaHHBIX MM CO3JAHHS
YCIIOBUH 1719 3TOTO.

2. Jlns mepcoHaNbHBIX NAHHBIX, 3alduIaeMeix Ge3 ucmonbiosanusa CK3Y,
aKTyallbHBIMHU ABJSIOTCS YIPO3bl, CBA3aHHBIE C:

1) ocobeHHOCTAMH  (QYHKIMOHMPOBAHHA  TEXHHYECKHX, IPOrPaMMHO-
TEXHH4YECKHX M IIPOrPaMMHBIX CPEICTB, 00eCTeUHBAIOINNX XpaHeHHe, oGpaboTKy
¥ nepenavy uHpopMaiinm;

2) HecaHKIIMOHUPOBAHHBIM JOCTYIIOM K TEPCOHANBHLIM JAHHEIM JIMIAMH,
o0nafalolUMU  TONB30BATENbCKMMH  IPaBaMK  JOCTYNAa K TOCYAapCTBEHHBIM
HH()OPMAIMOHHBIM CHCTEMaM, aBTOMaTH3HPOBAHHBIM W HHPOPMALMOHHEIM CHCTEMAM
(nanee — uHGOpMAalLMOHHBIE CHCTEMBI), NIPAaBAMH AOCTYNA K aJMHHHCTPHPOBAHHIO
NpPOTPaMMHBIX, IPOrPAMMHO-aINapPAaTHBIX CPEeACTB, CPEACTB 3aAILUTHl HH(pOpMAIHH,
BXOISIMX B COCTaB MH(OPMALMOHHBIX CHUCTEM, B XOJ€ CO3JaHHA, SKCILUTyaTallWH,
TEXHHYECKOr0 00cnyxuBaHUs M (WJIH) pEeMOHTa, MOJEPHH3AlMH, BBHIBOJA
U3 3KCIUTyaTallud HHPOPMALIHOHHBIX CUCTEM;

3) BO3ACHCTBHEM BPeJOHOCHOTO KOJa, BpeJOHOCHOH IIPOTpaMMEL,

4) HCIIONBb30BaHHEM COILMAJIEHOTO K IICHXOJNOTHYECKOTO BO3AEHCTBHA Ha JIMII,
o0afgariiux npaBaMH JOCTyNa K HH(pOPMALHOHHBIM CHCTEMaM, MpaBaMH TOCTYIa
K aAMUHHCTPHPOBAHHIO MPOrPaMMHBIX, POrpaMMHO-aITIapPaTHBIX CPeJCTB, CPEICTB
3alIUTH HH(POPMALHH, BXOIALIKNX B COCTAaB HHPOPMAITHOHHBIX CHCTEM;

5) HeCaHKUUOHUPOBAHHBIM  JOCTYIIOM K OTYUYXJAEMBIM  HOCHTEJIAM
[EPCOHANBHBIX [JAHHBIX, BKIIOYAas IIEPCHOCHBIE NEPCOHANBHBIE KOMIBIOTEPHI
noJs30BaTeNneii HHPOPMAUUOHHBIX CHCTEM;

6) BO3AeHCTBHEM Ha OTUYYXAAeMble HOCHTEIH [EPCOHANBHBIX MAHHBIX,
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BKJIIOYAs IIEpEHOCHBIE [EpPCOHANBHEBIE KOMIIBIOTEPEI N0JIb30BaTeNeH
HH)OPMALIMOHHBIX CHCTEM;

7) HECAaHKLMOHMPOBaHHBIM MOCTYNOM K HEPCOHAJIBHBIM TAaHHBIM JHLIAMH,
He OONafalomMMH TPaBaMH JOCTYNa K HHGOPMALHOHHBIM CHCTEMaM, IIpaBaMH
AOCTyNA K afMAHHCTPUPOBAHHIO NPOIPAMMHBIX, TIPOTPAMMHO-ANIapaTHBIX CPEACTB,
CPEACTB 3alMTEl HH()OPMALMM, BXOIAIIMX B COCTAB MH(OPMALMOHHBIX CHCTEM,
C HCTIONB30BaHUEM YSI3BHMOCTEN:

B OpraHM3alMK 3aIIUTH] IePCOHANIBHBIX AaHHEIX;

B 00eCIeYeHHH 3allUThl CETeBOrO B3aMMOJAEHCTBUA M KAaHANO0B Iepelayud
JaHHBIX, B TOM YHCJIE C UCIIOJIb30BAHUEM MTPOTOKOJIOB MEKCETEBOTO B3aHMOACHCTBHAL,

B 00€CIIEUEHHH 3aLUTh! BEIYUCIUTENBHBIX CeTeH MH(POPMAI[MOHHBIX CUCTEM;

BBEI3BAHHBIX HECOOMOIeHHEM TPeOOBaHUHN MO HKCIUIYATAI[HHM CPEACTB 3aL[UTHI
HH(pOpMAaITH;

8) HCIONb30BaHHEM HOBBIX MH()OPMAaLHOHHEIX TEXHOJIOTHIA.

3. A peanu3auMu UeNeHANpPaBICHHBIX JHEWCTBHH C HCIIONB30BAaHHEM
anmapaTHeIX M (HIH) IPOrpaMMHBIX CPECTIB C l€JBH0 HApYIIeHHA 0E30MacHOCTH
3amMiaeMeix ¢ ucrnons3opanieM CK3U nmepcoHanbHBIX AQHHEIX WMJIH CO3NAHUS
YCIOBHH AJIS 3TOTO aKTyaJIbHBIMHU ABIAIOTCS YTPO3bI:

1) cosmanus cnoco60B, NOATOTOBKH W IPOBeJCHMs! aTak 0e3 NpHBIeYeHHs
CIIELIMANIMCTOB B 00acTH pa3zpaboTku U aHanusa CK3U;

2) co3maHMA cnoco®oB, MOATOTOBKUM H IPOBEACHHS aTak Ha pPasHYHBIX
stanax xu3HeHHoro nukiaa CK3HU;

3) TMpoBEeAeHMs aTaK HapyLIMTENAMH, HaXONAUIMMHUCS BHE IPOCTPAHCTBa,
B IIpeJieslaX KOTOPOro OCYIECTBIAETCA KOHTPOIIB 3a IIpeOLIBaHHEM H JSHCTBHAMM JIHIL
U (WJIH) TPAHCTIOPTHBIX CPEJICTB (Aaliee — KOHTPOIHpyeMas 30Ha);

4) npoBedeHHs Ha JTanax pa3zpaboTku (MoJepHM3AlMH), MPOH3BOACTBA,
XpaHeHus, tpaHcnoptdpoBku CK3W w osrame BBoma B akcmiayataumo CK3H
(myckoHasajouHble pabOTHI) aTaK:

HalpaB/lICHHBIX HAa BHECEHHE HECAaHKUHWOHMpPOBaHHBIX H3MeHeHmi B CK3U
H (M) B KOMIIOHEHTHl alMapaTHBIX W IIPOrPaMMHBIX CpEACTB, COBMECTHO
C KOTOphIMH mTaTHO GyHKUMOHHPYIOT CK3U U B COBOKYMHOCTH NpeACTABIAIONIHE
cpeny ¢yukuuonupoBanusa CK3U (namee — CD), koropble cOOCOGHEI MOBIHATH
Ha BHIMONHeHHe npeabsBageMblx K CK3M  T1peGoBanmii, B TOM UHCHE
C UCIIONIF30BaHUEM BPEJOHOCHBIX MPOTPaMM;

HAaIPaBICHHBIX  HAa  BHECEHHE  HECAHKIMOHHPOBAHHBIX  HM3MEHCHWH
B foxyMeHTauuo Ha CK3H u xomnonenTrl CO;

5) nposeneHus Ha dtane 3kcmuryataiun CK3U atak Ha:

IepCOHANbHbIE JaHHBIE,

KITIOUEBY10, ayTEHTHOUIHPYIONIYIO U MaponbHyto nHdopManuro CK3HU;

nporpaMMHuble KomnoHeHTsl CK3U;

annapaTtHbie komnoHeHTs CK3H;

nporpaMMHele KoMIoHeHThl C®, BkiIoyas 062308y CHCTEMY BBOZa (BEIBOIA);

anmapaTHele KoMIoHeHTH Cd;

JaHHbIE, TIepeAaBacMble 110 KaHAJIaM CBS3H;

UHble OOBEKTHI, KOTOphIE YCTAHOBIEHBI NMPH (OPMHPOBAHUH COBOKYITHOCTH
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IOPEAIOIOKEHHN O BO3MOXKHOCTAX, KOTOPbie MOI'YT MCIOJIB30BAThCS TMPH CO3JAHHH
crmocoboB, TIOArOTOBKE W  MPOBEIEHHM arak ¢ Yy4eTOM IIPHMEHSEMBIX
B MHPOPMAIMOHHON CHCTeME MHGOPMALHOHHBIX TEXHOJIOIHH, alnapaTHBIX CPECTB
(manee — AC) u nporpammMHoro obecrnedenus (nanee — I10);

6) NOIy4YeHHS U3 HAXONALIUXCA B CBOOOTHOM IOCTYIIE HCTOYHHKOB ( BKIIIOUAS
HMH(OPMALIHOHHO-TeJIEKOMMYHHUKAIIMOHHbIE CETH, JOCTYI K KOTOPBIM He OrpaHHUYEH
oIpeieIeHHBIM KpPYT'OM JTHII, B TOM qHCTIE HH($OPMalMOHHO-
TeNeKOMMYHHUKalIMOHHYIO ceTh «HTepHeT») HHDOpManuu 00 HWHEGOPMAITHOHHOM
cucteMe, B koTopoi ucronezyercss CK3H, Takoil kak:

oduue cBefileHUd 00 WHGOOPMAIMOHHBIX CHCTEMaX, B KOTOPBIX HCITONB3YIOTCS
CK3H (na3HaueHue, cocTaB, onepatop, OOBEKThl, B KOTOPBIX Pa3MEIIEHbl PeCypChl
HHGOPMAIIMOHHON CUCTEMBI);

cBeAeHHd 00 WHGOPMALMOHHBIX TexHONOruAx, Oazax maHHelx, AC, IO,
HCIIONB3YEMBIX B HHMOPMAIIHOHHBIX cHcTeMax coBMecTHO ¢ CK3MU, 3a nckimodyeHHeM
CBEACHUH, ComepKallMXci  TONBKO B KOHCTPYKTOPCKOH  JIOKyMEHTAILlHH
Ha WHQOpPMAIHOHHBIE TeXHONOTHH, Oa3bl maHHBIX, AC, 110, wHcmons3lyemble
B HHGQopManHoHHOU cucteMe coBMecTHO ¢ CK3H,

coAepKaHUe KOHCTPpYKTOpcKkoi nokyMeHTauun Ha CK3H;

COOep)KaHVe AOKYMEHTAIMH Ha alfapaTHble W NPOrpaMMHBIE KOMIIOHEHTHI
CK3U u Cd;

o0mrie cBeAeHMs O 3alluillaeMol MH$pOpMaluy, KCIONb3yeMOH B Ipolecce
sxcruryatanuu CK3U;

CBEICHHUS O KaHajax CBA3M, [0 KOTOpbIM Tiepeparorcs 3aiuiaemsie CK3U
nepcoHanbHBIe nanublie {(nanee — KC);

BCE BO3MOXHBIC JIaHHBIE, [epelaBaeMble B OTKpeITOM BHAe Mo KC,
HE 3allMIIeHHbBIM OT HECAaHKIMOHMPOBaHHOIO JocTyna K uHbopManuu
OpraHU3alMOHHBIMH K TEXHUYECKUMHU MEPaMHU;

cBeieHuss 000 Bcex npospismomuxces B KC, He  3amyIneHHBIX
OT HECAHKIMOHHPOBAHHOTO JIOCTyna K HMH(OpMAaIlMH  OpraHH3allMOHHBIMH
U TEXHHYSCKMMH MepaMH, HapylieHusx npasun sxcruryataiun CK3U u CO;

ceeneHra 000 Bcex mposehsontmxces B KC, He  3amuIIeHHBIX
OT HECAHKIIMOHHPOBAHHOTO JOCTYNa K MH(OpPMaldd OpraHU3alMOHHBIMHM
U TEXHHYECKUMH MEPaMHU, HEUCTIPABHOCTAX U cOosx anmapaTHeix komroneHTos CK3U
u Co;

CBeleHNA, IOIy4acMbl€ B pe3y/IbTaTe aHATH3Aa IFOOBIX CUTHANIOB OT allllapaTHbIX
kommnoHeHToB CK3H u CO;

7) TNpHUMEHEHHS:

HAXOAAIIMXCS B CBOOOMHOM JOCTYNE WIH HCIONB3YEMBIX 3a IpefenaMH
xkoHTponupyeMoi 3ol AC u II0O, Bkmouas anmnapaTHele W NPOrPaMMHEIE
xoMmnoHeHTHl CK3H u Cd;

crienHansHo paspaboranHeix AC u I10;

8) WCIOIB30BAaHUS Ha DJTalle 3KCIUIyaTallHd B KAa4eCTBE Cpelbl INepeHoca
JIeHCTBHE, OCYIIECTBIIIEMBIX [IPH MOATOTOBKE U (MNH) IPOBEICHUH aTaKU:

KC, He 3allMuIeHHBIX OT HECAHKIHOHHPOBAHHOIO JOCTyNa K WH(pOpMAaLUH
OpPraHH3aIMOHHBIMU U TEXHUYECKUMHU MEPaMH;
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KaHaJIOB pacrpOCTPAHCHHsA CHTHAIIOB, COMPOBOXAIOIIKNX (yHKIHOHUPOBAHMUeE
CK3U u Cd;

9) [OpoBeleHHs Ha 9JTale OJKCINYATalldM aTakH M3 MHGOPMAIIMOHHO-
TENEKOMMYHUKALMOHHBIX CeTeH, OCTYI K KOTOPHIM He OrPaHHYeH ONpeNeicHHbIM
KpYrom JHL, B TOM 9YMCIC H3 HH(OPMAIMOHHO-TENEKOMMYHHUKALMOHHON CeTH
«VHTepHeT, eciu MH(POPMALMOHHBIE CHCTEMEI, B KOTOpBIX ucnonsdyrTes CK3H,
HMEFOT BBIXOJ] B 3TH CETH;

10) ucnonb3oBaHHA Ha ITane SKCIUTYaTALMH HAXONSIIMXCH 3a npenenamu
koHTponupyemoit 30H6I AC 1 [1O U3 cocraBa cpeicTB HHGOPMALHOHHON CHCTEMSI,
[PUMEHACMBIX Ha MecTax skcmutyataund CK3U (nanee — mwratHsle cpeacrsa);

11) mpoBeneHus aTax MpU HAXOKAEHUU B IpeeNax KOHTPOJIUPYEMOil 30HEI,

12) nonyuyenus Ha srane skciyarammu CK3U HECAaHKI[HOHUPOBAHHOTO
JIOCTYIIA K CIEAYIOIMM OOBEKTaM;

AoxyMmeHTauus Ha CK3HM u xomnorents CO;

NoMeIeHNs, rae  pasmemieHsl ucnonssyemble CK3W, xpanstes CK3U
W (MIM) HOCUTENM KITIOYEBOH, ayTeHTHOHIHUpYOWEd W HaponsHOR HHGOpMaUUH
CK3H, B KOTOpHIX HAXONHUTCS COBOKYIHOCTh INPOIPAMMHBIX H TeXHHYECKHX
NIEMEHTOB  CHCTEM  OOpabOTKH  HaHHEIX, CHOCOGHBIX  (yHKIHOHHPOBATEH
CaMOCTOATENPHO MWIH B COCTaBe ApYrHx cucteM (mamee — CBT), Ha KOTOpBIX
peanusoBansl CK3U u CO;

13) monydeHus B paMKax NpeNOCTAaBIEHHBIX MONHOMOYMH, a TakoKe
B pe3yspTaTe HabmoAeHuH crenyrouel nHpopMaIuy:

CBENCHHH O (H3HYECKHX Mepax 3alUUThl OGBEKTOB, B KOTOPHIX pa3MELeHb]
pecypchl HHOPMAIIMOHHON CHCTEMEL,

CBEICHHH O Mepax Mo 0OecreveHHI0 KOHTPONMPYEMOH 30HBI OGBEKTOB,
B KOTOPBIX pa3MeIIeHb! pecypchl HHPOPMAIHOHHOH CHCTEMBL,

CBEZICHHH O Mepax [0 pasrpaHHYeHHUIO JOCTYIIA B IOMEIIEHHUS, I]le pPa3MeeHb]
ucnonbsyemble CK3H, xpamsrca CK3M u  (uau) HocuTenH KmO4eBoil,
ayTeHTHOUUKpPYIOLIEH H NaponbHol nadopMainn CK3U, B KoTopbix HaxoasaTcst CBT,
Ha KOTOpbIX peannzosanbl CK3HU u Cd;

14) wcnonb3oBaHMs  WITATHBIX  CPEACTB,  OrPaHHYEHHbIE MepaMHi,
pealu30BaHHBIMA B HHQOPMALMOHHOH chcTeMe, B KoTopoit ucnomesyercs CK3U,
M HaNpaBNCHHLIMH Ha MPEAOTBPAICHUE M NpecedeHHe HECAHKIMOHMPOBAHHBIX
JeHCTBUI,

15) nmonyueHus HeCaHKIHOHHPOBAaHHOrO (u3Myeckoro gocryna x CBT,
Ha KOTOpBIX peanusoBadsl CK3U u Cd;

16) cBs3aHHBIE ¢ BO3MOXHOCTBIO PACIIONIAraTh alHapaTHBIMH KOMIOHEHTAMH
CK3W1 u CO, orpaHuYeHHble MepaMH, pealM30BAHHBIMM B HH(OPMALMOHHOM
cucTeMe, B Kotopol ucmosesyercs CK3M, u HanpaBleHHBIMH Ha NpedOTBpalleHHe
U IpeceveHHUEe HECAHKIIMOHUPOBAHHEIX ACHCTBHUIA.



